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GDPR and research ethics review procedures – Information for 

Research Ethics Advisory Groups 

 

 
Privacy by design 
Research ethics review procedures already assess compliance with data protection 

measures.  To ensure documentation used by all REAGs is accurately assessing 

compliance with the GDPR and the privacy by design concept, it is recommended that the 

following measures are taken. 

Documentation 

 Checklist 

It has been previously recommended that the following question is included in the initial 

checklist: 

 

Does the project involve the collection of material that could be considered 
of a sensitive, personal, biographical, medical, psychological, social or 
physiological nature? 
 

 

 Full application form 

Questions relating to data protection should cover the following points: 

1. What data do you need to collect (e.g. is this the minimum necessary for the 

research purposes)? 

2. Does it infringe on any personal rights? 

3. Have you included a privacy notice in participant information including a link to the 

University-level privacy notice? 

4. What would happen if the data was leaked? 

5. What measures have been put in place to mitigate risks to individuals? 

6. What processing option will you use (e.g. ‘task in the public interest’ / consent, etc.) 

and will an exemption apply to your research (e.g. processing for archiving purposes 

and for scientific or historical research and statistical purposes)? 

7. How do you plan to store, access and work with, the data you collect? 

8. Will there be any third party involvement in processing the data? 

9. Will the data be transferred outside of the European Economic Area? 

10. Can you fully anonymise the data and still achieve the same results? 

11. What will you do with the data once you’ve finished with it? 

 

 Reviewers 

A form for reviewers has previously been designed to assist reviewers in identifying all 

ethical issues in applications.  It is recommended that the following section is added to the 

reviewers’ form to ensure that GDPR requirements have been accurately assessed. 
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1 ‘lawfulness, fairness and transparency’  

 Are plans for seeking consent appropriate? 

 Has information on data collection, storage and use been included in 
participant information (project-specific privacy notice)? 

 Has a link to the University Research Privacy Statement been 
included? 

 

 

2 ‘purpose limitation’  

 Is it clear that the data will only be processed for the purposes 
specified and not further processed in a manner that is incompatible 
with those purposes? 

 (Archiving of research data with potential for future re-use is not 
considered incompatible with the initial purposes)   

 

 

3 ‘data minimisation’  

 Are the data adequate, relevant and limited to what is necessary in 
relation to the purposes of the proposed research? 

 

 

4 ‘accuracy’  

 Are data collection methods likely to result in accurate data? 
 

 

5 ‘storage limitation’  

 Are there plans to de-identify the data as soon as possible (where 
appropriate for the proposed research)? 

 (There is a research exemption allowing retention of identifiable data 
for research purposes, including archiving, where this is necessary for 
the purposes of the research) 

 

 

6 ‘integrity and confidentiality’  

 Are safeguards appropriate to ensure the security of personal data, 
including protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage, using appropriate 
technical or organisational measures? 

 (e.g. password protection, encryption, secure transfer, secure storage 
for paper records) 
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